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Summary Internal Controls Assurance

Introduction

1. This summary controls assurance report provides the Standards and Audit Committee with an update on the emerging Governance, Risk and Internal Control related issues and
the progress of our work at Runnymede Borough Council as at 19" March 2024.

Future of Internal Audit (IA)- Digital drivers
Use of Data analytics by TIAA

2. TIAA is always adopting new ways of working and methodologies including innovative approaches for delivering internal audits. This is part of our continuous improvement
programme which facilitates improvements in efficiency, effectiveness, and the quality of the work we deliver. We currently use data analytics as part of our work in relevant areas
to test against full data sets, spot hidden risks, to target our testing and to provide ‘proof in total’ assurance; this adds credibility and value to the reports we produce. Data
Analytics helps us to analyse large volumes of data to identify trends, patterns, and anomalies that may indicate potential risks or opportunities for improvement.

How will Artificial Intelligence (Al) enhance the delivery Internal Audit of the future?

3. We believe that the way internal audits are delivered will change significantly in the next 3 to 5 years through the use of Al, through the use of auditing tools which contribute
towards a process of continuous audit assurance, a wider use of predictive analytics to allow auditors to provide reports that are far more forward looking, and robotic process
automation which will help remove much of the manual data collection work, thereby allowing Internal Audit more time to provide value-added analysis. Another branch of Al,
Natural Language Processing (NLP), has the potential of also enabling auditors to analyse text in a large number of documents.

4, In addition to the use of Data Analytics, TIAA is actively exploring, as part of our vision for the future, the use of Al, automation and other digital tools to streamline the audit
process, inform planning, reduce manual effort, and enhance the quality of audit results. Automated data collection and analysis will help reduce the time required to complete
audits and improve the accuracy and consistency of audit results. Innovative ways of using and integrating artificial Intelligence in the delivery of audits in response to the
exponential growth in data, and how it is analysed and used in the context of Internal Audit, is part of TIAA’s innovation strategy. We will also as part of our strategy be investigating
more opportunities to not only use Al, but also to develop the capabilities to audit Al and the associated ethical considerations.

Audits completed since the last SICA report to the Audit Committee

5. The table below sets out details of audits finalised since the previous meeting of the Audit Committee.

Runnymede Borough Council page 1
Summary Internal Controls Assurance (SICA) Report 8
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Audits completed since previous SICA report
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Key Dates Number of Recommendations
Review Evaluation Draft issued Responses Received Final issued 1 2 3 OEM
2023/24 Reviews - Appendix A
Payroll Substantial 15t Jan 2024 15t Feb 2024 15t Feb 2024 - - 2 -
Key Financial Controls Reasonable 7th February 2024 28th February 2024 19t January 2024 - - 3 1
Meals At Home Limited 7t February 2024 28th February 2024 5th March 2024 2 3 3 1
Follow Up N/A Asllnp‘:)iztdeij n N/A N/A NJA N/A NA  N/A
6. The Executive Summaries and the Management Action Plans for each of the finalised reviews are included at Appendix A. There are no issues arising from these findings which
would require the annual Head of Audit Opinion to be qualified.
Progress against the 2023/24 Annual Plan
7. Our progress against the Annual Plan for 2023/24 is set out in Appendix B.
Frauds/Irregularities
8. We have been advised of one potential fraud / irregularities in the period since the last SICA report was issued. Discussions have been held with management in relation to this
potential concern.
Other Matters
9. We have issued a number of briefing notes and fraud digests, shown in Appendix D, since the previous SICA report. The actions taken by the Council are summarised below:

a) Defra Grant Declaration 4th March

b) Digests/Bulletins as per Appendix C

Runnymede Borough Council Page 2
Summary Internal Controls Assurance (SICA) Report 8
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Responsibility/Disclaimer

10.

This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. The matters
raised in this report not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. No responsibility to any third party

is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive
this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.

Runnymede Borough Council Page 3
Summary Internal Controls Assurance (SICA) Report 8
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Appendix A

The following reports including the Executive Summaries and Management Action Plans are included in this Appendix.

Review

Payroll

Key Financial Controls
Meals At Home

Follow Up

0€

Evaluation

Substantial

Reasonable
Limited

N/A

Runnymede Borough Council Page 1
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OVERALL ASSESSMENT

KEY STRATEGIC FINDINGS

There are robust systems of internal controls operating effectively to ensure that risks
are managed, and process objectives achieved. However, improvements in the
following areas are required:

D

e The monthly checklist and net pay exception report should be initialled by the
member of staff conducting the checks as evidence.

Overpayments should be recorded on a separate ledger code, to enable them
to be identified from salary advances, as this would highlight system errors that
could have occurred. The amount of overpayments should be reported.

A new system “Zellis Cloud Based Solution” is due to go live in April 2023, Claims will

be entered through employee self-service Pension reporting will be substantially
improved, and sickness absence will be automated. In addition, there will be an
automatic link between the Human Resource and Payroll.

ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE

GOOD PRACTICE IDENTIFIED

Over or under payment of salaries.

Controls are in place, with a separation of duties evident in all payroll processes.

SCOPE

ACTION POINTS

The audit focused on the following key areas:
e  Adequate policies and procedures are in place and accessible to all relevant staff.

e  System access is restricted to authorised personnel only.

e  Appropriate documentary evidence is in place to support new starters, leavers, temporary
variations, and permanent changes to salary.

e  The accuracy of monthly payroll is verified prior to payroll being run and third-party creditors
being paid, with appropriate reasonableness checks carried out.

0 0 2 0

Runnymede Borough Council Page 3
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Regular reconciliations are carried out between the payroll module and the general ledger
control account; and

Regular reconciliations are undertaken between payroll records and HR establishment records.

Runnymede Borough Council
Assurance Review of Payroll



Assurance - Key Findings and Management Action Plan (MAP)
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Rec. Risk Area Finding

1 Directed Discussions with the Senior Exchequer
Services Officer (Payroll & Payments)
confirmed that with regards to overpayments,
a payment plan, which is agreed in writing
and taken from payroll each month, or
debtor’s sheet is completed. Attempts are
made to get an immediate payment at the
initial point.

However, no report currently can be
produced identifying overpayments.
However, a record of “advances” that are still
being recovered is maintained.

Fundamental control issue on which
action should be taken immediately.

- URGENT

w
N

- IMPORTANT

Recommendation

Overpayments to be recorded on a
separate ledger code, to enable them
to be identified from salary advances,
as they would highlight system errors
that could have occurred. In addition,
the amount of overpayments should be
reported on periodically.

PRIORITY GRADINGS

Control issue on which action should be
taken at the earliest opportunity.

Management Implementation Responsible
Comments Timetable Officer
(dd/mm/yy) (Job Title)
All recoveries (e.g. payroll advances | Once implementation Senior
and genuine overpayments) need to be complete Exchequer
split between the relevant elements 31/07/24 Services
(e.g. NI, Pension etc) to ensure correct Officer (Payroll

treatment of statutory deductions and
therefore a “overpayment” code is not
appropriate nor possible.

& Payments)

We are currently implementing a new
joint HR/Payroll system. Investigations
will be made as to how best to
approach this issue in the new system
to see whether it is possible to create a
report to aid reconciliations between
the FMS & Payroll systems on a more
regular basis.

Control issue on which action should be
taken.

Runnymede Borough Council
Assurance Review of Payroll
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Rec. Risk Area

2 Directed

- URGENT

Finding

The payroll checklist completed for the
months of June, July and August were
obtained and reviewed. The checklists were
dated but the member of staff within the
payroll department who had conducted the
check could not be identified as they currently
do not initial the checklist.

The Net Pay Exception report for the months
of August and October was reviewed. Though
no substantial exceptions were identified and
in some cases the reason for the exception
had been noted there was no initial of which
member of staff had reviewed the report.

action should be taken immediately.

Recommendation Priority

The monthly checklist and net pay
exception report to be initialled by the
member of staff conducting the checks
as evidence. In addition, the Net Pay
Report should be added to the
checklist.

PRIORITY GRADINGS

Management

Comments

Net pay exception report added from
the January 24 payroll. Initials of staff
carrying out the checks to be added
from now.

Control issue on which action should be

Fundamental control issue on which IMPORTANT . .
taken at the earliest opportunity.

ROUTINE

Runnymede Borough Council
Assurance Review of Payroll

Implementation
Timetable
(dd/mm/yy)

22/1/24

tiaa

Responsible
Officer
(Job Title)

Senior
Exchequer
Services
Officer (Payroll
& Payments)

Control issue on which action should be

taken.
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Operational - Effectiveness Matter (OEM) Action Plan
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Ref Risk Area Finding Suggested Action

No issues identified.

ADVISORY NOTE

Operational Effectiveness Matters need to be considered as part of management review of procedures.

Management Comments

Runnymede Borough Council
Assurance Review of Pavroll
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Directed Risk:

Failure to properly direct the service to ensure compliance with the requirements of the organisation.

Ref Expected Key Risk Mitigation Effectiveness of
arrangements

There is a documented process instruction which accords with the relevant regulatory guidance,

In Place
Financial Instructions and Scheme of Delegation.

GF Governance Framework

The documented process aligns with the mitigating arrangements set out in the corporate risk

] Out of Scope
register.

RM Risk Mitigation

Compliance with statutory, regulatory and policy requirements is demonstrated, with action taken

. . o . Partially In Place
in cases of identified non-compliance. v

C Compliance

LE

Cross Reference  Cross Reference
to MAP to OEM

Runnymede Borough Council Page 8
Assurance Review of Payroll
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Other Findings

The Council's Financial Regulations offers a high-level overview and can be found within the constitution. The regulations set out accountabilities of individuals and clarifies that the Assistant Chief
Executive is the Responsible Financial Officer (Section 151) and outlines the responsibilities within this role including in section 6.10 which states the responsibility for making all payments for
salaries and wages to all staff.

The Financial Regulations are supported by Financial Procedures (May 2023) which is available on staff pages and provides additional guidance on payroll, including expenses, timesheets, and
approval process for expenses.

In addition, the following supporting procedural notes and forms are available on the intranet:

e  Mileage claims.

e  Staff Expenses.

e  Overtime return.

. Payment for attending evening meetings.

e  Casual workers timesheet.

o New starter forms (New starters induction checklist, Appointment Checklist for HR, Recruitment Timetable)

. Leaver’s form.

The Moorepay payroll procedures were obtained and reviewed. It was noted that the procedure had last been reviewed in May 2021 and included the main elements such as setting up a new
starter, one off payment’s such as overtime and millage claims and Leavers.

In the previous report there were four Routine (Priority four) recommendations raised as follows:

e  Ensure that employees and line managers are aware of the need to remove example lines from payroll forms to reduce the risk of overpayments. (This has been implemented as now the
published template forms do not have example lines)

e  Ensure thatin all cases, effective dates for adjustments to salary are accurately entered so employees are paid their correct entitlement. (This was tested as part of the sample testing and no
issues were identified; therefore, it has been implemented).

e  Ensure that system issues are fully investigated to prevent inaccuracies. (This was a one- off error)

e  Payroll officers to liaise with Human Resources in order to resume the reconciliation check between HR and Payroll records at the earliest opportunity. (This has been implemented as
discussions with the Senior Exchequer Services Officer (Payroll & Payments) confirmed that the Human Resources Department do request reports by specific departments to check
employees match Human Resource records.

The payroll processes are managed by officers within the Exchequer Services team. Day to day functions is carried out by the Senior Exchequer Services Officer (Payroll & Payments), who is supported
by Payroll officers. Overall management responsibility lies with the Corporate Head of Finance, who is not involved in the day-to-day payroll functions thereby allowing for appropriate independent
scrutiny. All payroll instructions are received either from the Human Resource team or from managers within each service area with the relevant delegated authority, providing adequate separation
of duties for the payroll processes.

Runnymede Borough Council Page 9
Assurance Review of Payroll
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Other Findings

The Council continues to utilise a bureau payroll service provided by Moorepay, and it was confirmed that access to the Moorepay bureau payroll software is limited to the members of the Exchequer
“—  Services team who require access in accordance with their job duties.

[/6\] Discussions with the Senior Exchequer Services Officer (Payroll & Payments) established that the key risks associated with the Payroll System is over or under payment of salaries due to late
> notification with regards to Leavers or Changes (either Temporary or Permeant) not being notified in a timely manner. In addition, there is always a fraud risk with Ghost Employees being set up
and paid. Adequate mitigation is in place such as data which is inputted by one member of the payroll team and subject to a secondary independent check for accuracy.

The organisation risk management process is currently being reviewed and therefore there is no Corporate Risk Register at present. In addition, the various Business Centre Plans are also currently
being reviewed.

Annual increments of 3% for those not at the top of their grade were processed with effect from 1st April 2023. In these cases, HR officers are responsible for producing a spreadsheet of all updated
7 salaries which is issued to the payroll department. These are reviewed by the Senior Exchequer Services Officer (Payroll & Payments) and compared against the current details as per the Moorepay
system, with any discrepancies investigated. The Senior Exchequer Services Officer (Payroll & Payments) then uses these spreadsheets to create a data import into the payroll system to avoid manual
keying and reduce errors.

In addition, and a lumpsum cost of living /covid payment of £1400 was granted to all staff. This was confirmed by the Chief Executive and Assistant Chief Executive / S151 officer.

(/O )\ Payroll staff are notified of new starters by Human Resource officers, with an advice of New Appointment Form/Casual Worker Details Form being completed. Human Resources provide the payroll
;.

~—" department with all the appropriate information, for example P45, contract and pension form. The personal details of the new starter, such as their date of birth, national insurance number and tax
details, are inputted by one member of the payroll team and are subject to a secondary independent check for accuracy.

A sample of 15 new employees was selected from a list of new employees for the period April to November 2023 produced from the Moorepay system. For the sample selected the following
information was obtained/reviewed:

e Appropriate supporting documentation and authorisation had been obtained.

e  Evidence of secondary input checks by Payroll.

e Information on the system is correct.

e  Confirmation that the member of staff was not on the previous month’s payroll.

In all cases it was noted that appropriate supporting documentation and authorisation had been obtained, Evidence of a secondary check was present and that the system information including
the members of staff start date was correct, (Therefore the member of staff was not on the previous months payroll). The systems of internal control were considered to be operating efficiently and
effectively and no issues were identified.

Runnymede Borough Council Page 10
Assurance Review of Payroll
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Other Findings

For temporary changes to salary, the payroll team receive supporting documentation authorised by the employee's line manager. For example, with respect to overtime claims, hours worked beyond
37 per week are paid as follows: Monday to Saturday - time and a half; Sundays and Public Holidays - double time. Where part time staff work extra hours, payment for additional hours worked up
to 37 per week is at plain time rate. Overtime forms are completed and signed by the employee and signed and dated by their line manager as authorisation. The documents are signed off by one
member of the payroll team as evidence of input, with a second member of the team also signing them as evidence of a verification check.

Where permanent changes to salary occur, the payroll team receive supporting documentation from the Human Resources department for example an updated statement of particulars of
employment or a formal change of hours letter. The documents are signed off by one member of the payroll team as evidence of input, with a second member of the team also signing them as
evidence of a verification check.

A sample of 10 temporary changes e.g. Overtime and Mileage claim was selected from a list of temporary changes for the period April to November 2023 produced from the Moorepay system. For
the sample selected the following information was obtained and reviewed:

e Appropriate supporting documentation had been obtained.

e  The claim had been appropriately authorised and in accordance with the authorised signatory list.

e  Evidence of secondary input checks by Payroll.

. Information on the system is correct.

In all cases it was noted that appropriate supporting documentation and authorisation had been obtained, Evidence of a secondary check was present, and that the system information was correct.

A sample of 5 permanent changes e.g. salary changes was selected from a list of permanent changes for the period April to November 2023 produced from the Moorepay system. For the sample
selected the following information was obtained and reviewed:

e  Appropriate supporting documentation and authorisation had been obtained.
e  Evidence of secondary input checks by Payroll.
e Information on the system is correct.

In all cases it was noted that appropriate supporting documentation and authorisation had been obtained, Evidence of a secondary check was present, and that the system information was correct.
The systems of internal control were considered to be operating efficiently and effectively and no issues were identified.

Discussions with the Senior Exchequer Services Officer (Payroll & Payments) confirmed that no report relating to specifically changes to standing data /system parameter can be produced. These
changes are incorporated overall as part of the changes report and there is no functionality to enable payroll to run a report to capture specific categories.

Runnymede Borough Council Page 11
Assurance Review of Payroll
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Other Findings
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Payroll staff are notified of leaver details using a standard Leavers Details form, which is authorised by the leaver's line manager and includes the date employment will cease, details of any annual
leave taken and any necessary deductions to be made (completed by HR). In the case of casual workers, due to the nature of the employment in many cases there will not be advance warning of a
specific leaving date, and as such the instructions to Payroll tend to take the form of an email from the relevant line manager rather than a formal leaver details form. All payments due are checked
for accuracy and all files related to a leaver are archived and retained in compliance with the Council’s retention policy.

A sample of 15 Leavers was selected from a list of Leavers for the period April to November 2023 produced from the Moorepay system. For the sample selected the following information was
obtained/reviewed:

e  Appropriate supporting documentation and authorisation had been obtained.

e  Evidence of secondary input checks by Payroll.

. Information on the system is correct.

e  Confirmation that the member of staff was not on the following months payroll.

In all cases it was noted that appropriate supporting documentation and authorisation had been obtained, Evidence of a secondary check was present and that the system information including
the members of staff leave date was correct. The systems of internal control were considered to be operating efficiently and effectively and no issues were identified.

As part of the monthly payroll processing, standard system reports are run at preview stage to identify errors prior to processing payroll. This includes the consolidated diagnostic report which flags
up potential errors. There is also a net pay exception report which flags up where there is a change of 25% or more from the previous period. Various spreadsheets are also maintained, including in
relation to starters and leavers and particular cases which may require more manual review. These are checked against the payroll reports to confirm that these are showing the expected results.
The schedule of payments report is subject to a reasonableness review to look at payments which are particularly low or high. General reasonableness checks are also carried out in relation to
number of employees paid and net pay totals. Following processing by Moorepay, several reports are also used to enable the Council's Payroll staff to review the appropriateness of the payroll
payments and make all necessary payments to third party creditors such as HMRC and pension providers. Reports include a summary of costs, schedule of payments, net pay exception report and
BACS creation report. A monthly checklist is completed as confirmation that all the monthly processes have been completed satisfactorily. Payment vouchers are then prepared for each of the
relevant creditors based on the total amounts included in the Moorepay reports. (Recommendation made as part of the Key Findings and Management Action Plan (MAP).

Runnymede Borough Council Page 12
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Delivery Risk:

Failure to deliver the service in an effective manner which meets the requirements of the organisation.

Ref Expected Key Risk Mitigation Effectiveness of  Cross Reference  Cross Reference
arrangements to MAP to OEM

There are agreed KPIs for the process which align with the business plan requirements and are

. . . . ) . . In Place - -
independently monitored, with corrective action taken in a timely manner.

PM Performance Monitoring

S Sustainability The impact on the organisation's sustainability agenda has been considered. In Place - -

. Good practice to respond to business interruption events and to enhance the economic, effective
R Resilience . ] . In Place - -
and efficient delivery is adopted.

Other Findings

@ Discussions with the Senior Exchequer Services Officer (Payroll & Payments) confirmed that they are no specific KPI relating to Payroll.
“
—

@) ) Monthly payroll control account reconciliations are undertaken by an accountant and reviewed and signed off by the Senior Accountant. A register is maintained of the date the reconciliation was
“
—/undertaken, the date it was reviewed and by whom.

@ Discussions with the Senior Exchequer Services Officer (Payroll & Payments) confirmed that the Human Resources Department request reports by specific departments to check employees match
“
the HR records.

@ Discussions with the Senior Exchequer Services Officer (Payroll & Payments) confirmed that the payroll process is fully atomised and paperless. Once the new system “Zellis Cloud Based Solution”
“
u which is due to go live in April 2023, claims will be entered through employee self-service and no longer from payroll, Pension reporting will be substantially improved, and sickness absence will be
automated.

In addition, there will be an automatic link between the Human Resource System and Payroll system.

Runnymede Borough Council Page 13
Assurance Review of Payroll



ey

EXPLANATORY INFORMATION

tiaa

Appendix A

Scope and Limitations of the Review

1.

The definition of the type of review, the limitations and the responsibilities of
management in regard to this review are set out in the Annual Plan. As set out
in the Audit Charter, substantive testing is only carried out where this has been
agreed with management and unless explicitly shown in the scope no such
work has been performed.

Disclaimer

2.

The matters raised in this report are only those that came to the attention of
the auditor during the course of the review, and are not necessarily a
comprehensive statement of all the weaknesses that exist or all the
improvements that might be made. This report has been prepared solely for
management's use and must not be recited or referred to in whole or in part to
third parties without our prior written consent. No responsibility to any third
party is accepted as the report has not been prepared, and is not intended, for
any other purpose. TIAA neither owes nor accepts any duty of care to any other
party who may receive this report and specifically disclaims any liability for loss,
damage or expense of whatsoever nature, which is caused by their reliance on
our report.

Effectiveness of arrangements

3.

The definitions of the effectiveness of arrangements are set out below. These
are based solely upon the audit work performed, assume business as usual, and
do not necessarily cover management override or exceptional circumstances.

In place The control arrangements in place mitigate the risk from arising.

The control arrangements in place only partially mitigate the risk

Partially in place .
from arising.

The control arrangements in place do not effectively mitigate the

Not in place . .
risk from arising.

Assurance Assessment

4.

The definitions of the assurance assessments are:

There is a robust system of internal controls operating effectively to
ensure that risks are managed and process objectives achieved.

The system of internal controls is generally adequate and operating
effectively but some improvements are required to ensure that risks
are managed and process objectives achieved.

The system of internal controls is generally inadequate or not
operating effectively and significant improvements are required to
ensure that risks are managed and process objectives achieved.

Limited
Assurance

There is a fundamental breakdown or absence of core internal controls
requiring immediate action.

No Assurance

Acknowledgement

5.

We would like to thank staff for their co-operation and assistance during the
course of our work.

Release of Report

6.

The table below sets out the history of this report.

Stage Issued Response Received

Audit Planning Memorandum: 29t August 2023 5th October 2023

Draft Report: 16t January 2024 2nd February 2024

Final Report: 5th February 2024

Runnymede Borough Council Page 14
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Executive Summary
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OVERALL ASSESSMENT

KEY STRATEGIC FINDINGS

) SUBSTANTIAL ASSURANCE

REASONABLE
ASSURANCE

REASONABLE ASSURANCE

. UMITED ASSURANCE

/.=  Testing of 10 sundry Debtor invoices revealed one instance where
2L/ appropriate authorisation had not been received.

/.  Testing of 10 Credit Notes raised revealed one instance where appropriate
2L/ authorisation had not been received.

= Testing of 10 outstanding debts indicated that in two instances debt related
) to Benefits Overpayments / credit balances had not been written off in a

timely manner.

ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE

GOOD PRACTICE IDENTIFIED

Non-Recovery of Debt.

The Council has well established controls in place for both the Creditor and
Debtor functions, with supporting procedural guidance and high-level
policies and procedures.

SCOPE

ACTION POINTS

The aim of the review was to assess the adequacy and effectiveness of the internal controls
in place at the Council for managing the following key financial systems:

. Accounts Receivable; and
o Accounts Payable.

A detailed scope is included in the Audit Planning Memorandum in Appendix B.
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